EASIT

SYNOT GROUP

EASIT company values the work done by security researchers in improving the security of our products and
services. The safety of our online betting products and continuity of our online services are our top priorities.
Despite our continuous effort, vulnerabilities in our systems can still be present. We actively encourage anyone
who believes they have discovered a vulnerability in our systems to act immediately to help us improve and
strengthen the safety of our systems by sharing it with us.

Responsible Disclosure Guidelines

We will investigate legitimate reports and make every effort to quickly correct any vulnerability. To encourage
responsible reporting, we will not take legal action against you nor ask law enforcement to investigate you
provided you comply with the following Responsible Disclosure Guidelines:

e Provide details of the vulnerability, including information needed to reproduce and validate the
vulnerability and a Proof of Concept (POC).

e Make a good faith effort to avoid property or non-material damage, privacy violations, destruction of
data, and interruption or degradation of our services.

e Do not modify or access data that does not belong to you.

e Do not attempt to penetrate the system any further than required for the purpose of your investigation.
Should you have successfully penetrated the system, do not share this gained access with any others.

e Do not utilise social engineering in order to gain access to our IT systems.

e Do not utilise any brute-force techniques (e.g. repeatedly entering passwords) in order to gain access
to the system.

¢ You will not disclose the vulnerabilities found to any third party without the prior consent of EASIT.

How to report a vulnerability

Please report any product or service-related issues directly to vulnerability@easit.cz. Please write your report
in a clear and concise way, include the product, where you found the issue and as many details as possible to
help us identify the exact area of the issue. Offering a solution is highly encouraged but not required.

What to report

In general, we are interested in receiving reports on vulnerabilities that:

¢ Enable disclosure of non-public client information.

e Enable a user to modify data that is not their own.

e Could lead to compromise or leakage of data and directly affect the confidentiality or integrity of user
data or which affects user privacy.

Specifically, we are interested in any of the following vulnerabilities:

e Cross-site request forgery (CSRF/XSRF)

e  Cross-site scripting (XSS)

e Authentication bypass / unauthorised data access
e Encryption vulnerabilities

e Remote code execution

e Injection vulnerabilities

e Privilege escalation

This document is not a Public promise or Promise of indemnity within the meaning of the Civil Code.



EASIT

SYNOT GROUP

Ve spolecnosti EASIT si cenime prace vyzkumnik( v oblasti bezpecnosti pri zlepsovani bezpecnosti nasich
produktl a sluZzeb. Zejména bezpecnost online sazkovych systémi a kontinuita nasich online sluzeb je nasi
nejvyssi prioritou. Navzdory nasemu neustalému Usili se mohou v nasich systémech vyskytnout pripadné chyby.
Aktivné podporujeme kazdého, kdo véfri, Ze objevil zranitelnost v nasich systémech, aby ji okamzité nahlasil a
pomohl nam zlepsit a posilit bezpecnost nasich systému.

Pokyny pro zodpovédné nahlaseni zranitelnosti

Vsechny relevantni zpravy provérime a vynalozime maximalni Usili k opravé pripadnych zranitelnosti. Abychom
podpofili zodpovédné nahlaseni, nebudeme proti vdm podnikat pravni kroky, ani nebudeme iniciovat zahajeni
vysetfovani ze strany organl cinnych v trestnim fizeni, pokud dodrzite nasledujici pokyny pro zodpovédné
nahlaseni zranitelnosti:

e Poskytnete ndm podrobnosti o zranitelnosti, véetné informaci potfebnych pro reprodukci a ovéreni
zranitelnosti (tzv. Proof of Concept).

e Vynalozite maximalni Usili, aby nedoslo ke zplsobeni majetkové skody ¢i nemajetkové Gjmy, poruseni
soukromi, zni¢eni dat a preruseni nebo zhorseni nasich sluzeb.

¢ Neupravite ani nepfistoupite k datiim, které vam nepatfi.

e Nebudete se pokouset proniknout dale do systému, nez je nutné pro Gcely vaseho vyzkumu. Pokud jste
Uspésné pronikli do systému, nebudete sdilet tento pristup s dalsimi lidmi.

¢ Nebudete pouzivat socialni inzenyrstvi k ziskani pristupu do nasich systému.

¢ Nebudete pouzivat techniky hrubé sily (tzv. brute-force) k ziskani pfistupu do nasich systému (napf.
opakované zadavani hesel).

e Nezverejnite ani nesdélite tretim osobam nalezené zranitelnosti bez predchoziho souhlasu spole¢nosti
EASIT.

Jak nahlasit zranitelnost

Jakékoli problémy tykajici se bezpecnosti produktll nebo sluzeb, prosim nahlaste pfimo na
vulnerability@easit.cz. Svou zpravu formulujte prosim jasné a stru¢né, uvedte prislusny produkt, ve kterém jste
objevili zranitelnost a co nejvice detail(, které nam umozni identifikaci konkrétni oblasti, ve které se zranitelnost
nachazi. Pfipadné navrhy na reseni problému nejsou nezbytné, ale uvitame je.

Co nahlasit

Budeme radi, pokud ndm nahlasite zranitelnosti které:
e Umoznuji zverejnéni klientskych udaja.
e Umoznuji uzivatelm modifikovat data, ktera nejsou jejich.

e Mohou vést ke kompromitaci nebo Uniku dat a pfimo ovlivnit divérnost nebo integritu uzivatelskych
dat nebo ovlivnit soukromi uZivateld.

Konkrétné se zajimame o kterékoliv z nasledujicich zranitelnosti:

e Cross-site request forgery (CSRF/XSRF)

e  Cross-site scripting (XSS)

e Authentication bypass / unauthorised data access
e Encryption vulnerabilities

e Remote code execution

e Injection vulnerabilities

e Privilege escalation

Tento dokument neni verejnym pfislibem ani slibem odskodnéni ve smyslu ob¢anského zakoniku.



